PROFESSIONAL SERVICES AGREEMENT
BETWEEN THE CITY OF RIALTO AND
INSIGHT PUBLIC SECTOR, INC

THIS SERVICES AGREEMENT (herein “Agreement”) is made and entered into this 3rd
day of August, 2025, by and between the City of Rialto, a municipal corporation and California
general law city (“City”), and Insight Public Sector, Inc., an Arizona Corporation, (“Consultant”).
City and Consultant are sometimes individually referred to as “Party” or collectively as “Parties”.

RECITALS

A. City has sought, by Omnia Partners Cooperative Agreement Contract #23-6692-03,
the performance of professional services related to Arctic Wolf Security
Operations, including cyber threat protection by combining proactive measures like
vulnerability scanning and employee training to minimize attack impact, as defined
and described particularly in Article 1 of this Agreement.

B.

B. Following the submission of a proposal for the performance of the services defined
and described particularly in Article 1 of this Agreement, Consultant was selected by the City to
perform those services.

C. Pursuant to Chapter 2.48 of the Rialto Municipal Code, City has authority to enter
into and execute this Agreement.

D. The Parties desire to formalize the selection of Consultant for the performance of
those services defined and described particularly in Article 1 of this Agreement and desire that the
terms of that performance be as particularly defined and described herein.

OPERATIVE PROVISIONS

NOW, THEREFORE, in consideration of the mutual promises and covenants made by the
Parties and contained herein and other consideration, the value and adequacy of which are hereby
acknowledged, the parties agree as follows:

ARTICLE 1. SERVICES OF CONSULTANT

1.1  Scope of Services.
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In compliance with all terms and conditions of this Agreement, Consultant shall provide
those professional services associated with Arctic Wolf Security Operations, including cyber threat
protection by combining proactive measures like vulnerability scanning and employee training to
minimize attack impact, and as specified in the “Scope of Services” attached hereto as Exhibit
“A” and incorporated herein by this reference, which services may be referred to herein as the
“services” or “work” hereunder. As a material inducement for City to enter into this Agreement,
Consultant represents and warrants that it has the qualifications, experience, and facilities
necessary to properly perform the services required under this Agreement in a thorough,
competent, and professional manner, it meets all local, state, and federal requirements in
performing the services, and it is experienced in performing the work and services contemplated
herein. Consultant shall at all times faithfully, competently, and to the best of its ability,
experience, and talent, perform all services described herein. Consultant covenants that it shall
follow the highest professional standards in performing the work and services required hereunder
and that all materials will be of good quality, fit for the purpose intended. For purposes of this
Agreement, the phrase “highest professional standards” shall mean those standards of practice
recognized by one or more professional firms performing similar work under similar
circumstances.

1.2 Consultant’s Proposal.

The Agreement between the Parties shall consist of the following: (1) this Agreement; (2)
the Scope of Services; (3) the Consultant’s signed, original proposal submitted to the City
(“Consultant’s Proposal”), (collectively referred to as the “Contract Documents™). The Contract
Documents and Accepted Proposal shall be incorporated herein by this reference as though fully
set forth herein. In the event of any inconsistency between the Scope of Services, Consultant’s
Proposal, and/or this Agreement, the terms of this Agreement shall govern.

1.3  Compliance with Law.

Consultant shall keep itself informed concerning, and shall render all services hereunder in
accordance with, all ordinances, resolutions, statutes, rules, and regulations of the City and any
federal, state, or local governmental entity having jurisdiction in effect at the time service is
rendered.

1.4 Licenses, Permits, Fees, and Assessments.

Consultant shall obtain, at its sole cost and expense, such licenses, permits, and approvals
as may be required by law for the performance of the services required by this Agreement.
Consultant shall have the sole obligation to pay for any fees, assessments, and taxes, plus
applicable penalties and interest, which may be imposed by law and arise from or are necessary
for the Consultant’s performance of the services required by this Agreement, and shall indemnify,
defend, and hold harmless City, its officers, employees or agents of City, against any such fees,
assessments, taxes penalties, or interest levied, assessed, or imposed against City hereunder.

1.5  Familiarity with Work.

By executing this Agreement, Consultant warrants that Consultant (i) has thoroughly
investigated and considered the scope of services to be performed, (ii) has carefully considered
how the services should be performed, and (iii) fully understands the facilities, difficulties, and
restrictions attending performance of the services under this Agreement. If the services involve
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work upon any site, Consultant warrants that Consultant has or will investigate the site and is or
will be fully acquainted with the conditions there existing, prior to commencement of services
hereunder. If Consultant discovers any latent or unknown conditions that will materially affect
the performance of the services hereunder, then Consultant shall immediately inform the City of
such fact and shall not proceed except at City’s risk until written instructions are received from the
Contract Officer.

1.6 Care of Work.

Consultant shall adopt reasonable methods during the life of the Agreement to furnish
continuous protection to the work, and the equipment, materials, papers, documents, plans, studies,
and/or other components thereof, to prevent losses or damages, and shall be responsible for all
such damages to persons or property, until acceptance of the work by City, except such losses or
damages as may be caused by City’s own negligence.

1.7 Prevailing Wages.

Consultant is aware of the requirements of California Labor Code Section 1720, et seq. and
1770, et seq., as well as California Code of Regulations, Title 8, Section 1600, et seq., (“Prevailing
Wage Laws”), which require the payment of prevailing wage rates and the performance of other
requirements on “Public Works” and “Maintenance” projects. It is the understanding of City and
Consultant that the Prevailing Wage Laws may not apply to this Agreement because the
Agreement does not involve any services subject to prevailing wage rates pursuant to the
California Labor Code or regulations promulgated thereunder. However, Consultant shall defend,
indemnify, and hold City, its elected officials, officers, employees and agents free and harmless
from any claim or liability arising out of any failure or alleged failure to comply with the Prevailing
Wage Laws.

1.8  Further Responsibilities of Parties.

Both Parties agree to use reasonable care and diligence to perform their respective
obligations under this Agreement. Both Parties agree to act in good faith to execute all instruments,
prepare all documents, and take all actions as may be reasonably necessary to carry out the
purposes of this Agreement. Unless specified in this Agreement, neither Party shall be responsible
for the service of the other.

1.9 Additional Services.

City shall have the right at any time during the performance of the services, without
invalidating this Agreement, to order extra work beyond that specified in the Scope of Services or
make changes by altering, adding to, or deducting from said work. No such extra work or change
may be undertaken unless a written order is first given by the Contract Officer to the Consultant,
describing in detail the extra work or change and the reason(s) therefor and incorporating therein
any adjustment in (i) the Contract Sum for the actual cost of the extra work or change, and/or (ii)
the time to perform this Agreement, which said adjustments shall be reflected in an amendment to
the Agreement subject to the written approval of the Parties. Any amendment to this Agreement
shall be reviewed and approved by the City Manager. In accordance with Rialto Municipal Code
section 2.48.180, increases in compensation of this Agreement may be approved by the City
Manager provided: (a) the initial Contract Sum was less than One Hundred Thousand Dollars
($100,000) and the amended Contract Sum when considering any or all amendments will not

4872-4429-3132 v2 Page-3



exceed One Hundred Thousand Dollars ($100,000); or (b) the agreement was approved by the City
Council and the increases in compensation taken either separately or cumulatively do not exceed
One Hundred Thousand Dollars ($100,000). Any greater increases, taken either separately or
cumulatively must be approved by the City Council. Payment for additional services rendered by
Consultant under this Agreement requires the submission of the actual costs of Consultant’s
performance of the extra work with the invoice(s) for the extra work claim(s), as provided in
Section 2.4. It is expressly understood by Consultant that the provisions of this Section shall not
apply to services specifically set forth in the Scope of Services. Consultant hereby acknowledges
that it accepts the risk that the services to be provided pursuant to the Scope of Services may be
more costly or time consuming than Consultant anticipates and that Consultant shall not be entitled
to additional compensation therefor. City may in its sole and absolute discretion have similar work
done by other contractors.

No claim for an adjustment in the contract amount or time for performance shall be valid
unless the procedures established in this Section are followed.

ARTICLE 2. COMPENSATION AND METHOD OF PAYMENT
2.1 Contract Sum.

Subject to any limitations set forth in this Agreement, City agrees to pay Consultant the
amounts specified in the “Schedule of Compensation” attached hereto as Exhibit “B” and
incorporated herein by this reference. Upon commencement of this Agreement the total
compensation, including reimbursement for actual expenses, shall not exceed One Hundred Ten
Thousand Two Hundred Twenty-Five Dollars and Eighty-Three Cents ($110,225.83) (the
“Contract Sum”). The Contract Sum may also be increased for additional services pursuant to
Section 1.9.

2.2 Method of Compensation.

The method of compensation may include: (i) a lump sum payment upon completion; (ii)
payment in accordance with specified tasks or the percentage of completion of the services; (iii)
payment for time and materials based upon the Consultant’s rates as specified in the Schedule of
Compensation, provided that time estimates are provided for the performance of sub tasks, but not
exceeding the Contract Sum; or (iv) such other methods as may be specified in the Schedule of
Compensation.

2.3  Reimbursable Expenses.

Compensation may include reimbursement for actual and necessary expenditures for
reproduction costs, telephone expenses, and travel expenses approved by the Contract Officer in
advance, or actual subcontractor expenses of an approved subcontractor pursuant to Section 4.5,
and only if specified in the Schedule of Compensation. The Contract Sum shall include the
attendance of Consultant at all project meetings reasonably deemed necessary by the City.
Coordination of the performance of the work with City is a critical component of the services. If
Consultant is required to attend additional meetings to facilitate such coordination, Consultant
shall not be entitled to any additional compensation for attending said meetings.

2.4 Invoices.
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Each month Consultant shall furnish to City an original invoice for all work performed and
expenses incurred during the preceding month in a form approved by City’s Director of Finance.
By submitting an invoice for payment under this Agreement, Consultant is certifying compliance
with all provisions of the Agreement. The invoice shall detail charges for all necessary and actual
expenses by the following categories: labor (by sub-category), travel, materials, equipment,
supplies, and sub-contractor contracts. Sub-contractor charges shall also be detailed by such
categories. Consultant shall not invoice City for any duplicate services performed by more than
one person.

City may independently review each invoice submitted by the Consultant to determine
whether the work performed and expenses incurred are in compliance with the provisions of this
Agreement. Except as to any charges for work performed or expenses incurred by Consultant
which are disputed by City, or as provided in Section 7.3, City will use its best efforts to cause
Consultant to be paid within thirty (30) days of receipt of Consultant’s correct and undisputed
invoice; however, Consultant acknowledges and agrees that due to City warrant run procedures,
the City cannot guarantee that payment will occur within this time period. In the event any charges
or expenses are disputed by City, the original invoice shall be returned by City to Consultant for
correction and resubmission.

25 No Waiver.

Review and payment by City to Consultant of any invoice for work performed by
Consultant pursuant to this Agreement shall not be deemed a waiver of any defects in work
performed by Consultant or of any rights or remedies provided herein or any applicable law.

ARTICLE 3. PERFORMANCE SCHEDULE
3.1  Time of Essence.
Time is of the essence in the performance of this Agreement.
3.2  Schedule of Performance.

Consultant shall commence the services pursuant to this Agreement upon receipt of a
written notice to proceed and shall perform all services within the time period(s) established in the
“Schedule of Performance” attached hereto as Exhibit “C” and incorporated herein by this
reference. When requested by the Consultant, extensions to the time period(s) specified in the
Schedule of Performance may be approved in writing by the Contract Officer.

3.3 Force Majeure.

The time period(s) specified in the Schedule of Performance for performance of the
services rendered pursuant to this Agreement shall be extended because of any delays due to
unforeseeable causes beyond the control and without the fault or negligence of the Consultant,
including, but not restricted to, acts of God or of the public enemy, unusually severe weather, fires,
earthquakes, floods, epidemics, quarantine restrictions, riots, strikes, freight embargoes, wars,
litigation, and/or acts of any governmental agency, including the City, if the Consultant shall,
within ten (10) days of the commencement of such delay, notify the Contract Officer in writing of
the causes of the delay. The Contract Officer shall ascertain the facts and the extent of delay and
extend the time for performing the services for the period of the enforced delay when and if in the
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judgment of the Contract Officer such delay is justified. The Contract Officer shall extend the
time for performance in accordance with the procedures set forth in Section 1.9. The Contract
Officer’s determination shall be final and conclusive upon the Parties to this Agreement. In no
event shall Consultant be entitled to recover damages against the City for any delay in the
performance of this Agreement, however caused, Consultant’s sole remedy being extension of the
Agreement pursuant to this Section.

34 Term.

Unless earlier terminated in accordance with Article 7 of this Agreement, this Agreement
shall continue in full force and effect through August 2, 2026; with Arctic Wolf Security
Operations, including cyber threat protection by combining proactive measures like vulnerability
scanning and employee training to minimize attack impact and as identified in the Schedule of
Performance, Exhibit “C”.

ARTICLE 4. COORDINATION OF WORK
4.1  Representatives and Personnel of Consultant.

The following principals of Consultant (“Principals”) are hereby designated as being the
principals and representatives of Consultant authorized to act in its behalf with respect to the work
specified herein and make all decisions in connection therewith:

Tone Tuskan Senior Manager
(Name) (Title)

Erica Falchetti Director, Public Sector
(Name) (Title)

It is expressly understood that the experience, knowledge, capability, and reputation of the
foregoing Principals were a substantial inducement for City to enter into this Agreement.
Therefore, the Principals shall be responsible during the term of this Agreement for directing all
activities of Consultant and devoting sufficient time to personally supervise the services hereunder.
All personnel of Consultant, and any authorized agents, shall at all times be under the exclusive
direction and control of the Principals. For purposes of this Agreement, the Principals may not be
replaced nor may their responsibilities be substantially reduced by Consultant without the express
written approval of City. Additionally, Consultant shall utilize only competent personnel to
perform services pursuant to this Agreement. Consultant shall make every reasonable effort to
maintain the stability and continuity of Consultant’s staff and subcontractors, if any, assigned to
perform the services required under this Agreement. Consultant shall notify City of any changes
in Consultant’s staff and subcontractors, if any, assigned to perform the services required under
this Agreement, prior to and during any such performance. In the event that City, in its sole
discretion, at any time during the term of this Agreement, desires to reassign any staff or
subcontractor of Consultant, Consultant shall, immediately upon a Reassign Notice from City of
such desire of City, reassign such persons or persons.

4.2 Status of Consultant.

Consultant shall have no authority to bind City in any manner, or to incur any obligation,
debt or liability of any kind on behalf of or against City, whether by contract or otherwise, unless
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such authority is expressly conferred under this Agreement or is otherwise expressly conferred in
writing by City. Consultant shall not at any time or in any manner represent that Consultant or
any of Consultant’s officers, employees, or agents are in any manner officials, officers, employees
or agents of City. Neither Consultant, nor any of Consultant’s officers, employees or agents, shall
obtain any rights to retirement, health care, or any other benefits which may otherwise accrue to
City’s employees. Consultant expressly waives any claim Consultant may have to any such rights.

4.3 Contract Officer.

The Contract Officer shall be the City Manager or other such person designated by the City
Manager. It shall be the Consultant’s responsibility to assure that the Contract Officer is kept
informed of the progress of the performance of the services and the Consultant shall refer any
decisions which must be made by City to the Contract Officer. Unless otherwise specified herein,
any approval of City required hereunder shall mean the approval of the Contract Officer. The
Contract Officer shall have authority, if specified in writing by the City Manager, to sign all
documents on behalf of the City required hereunder to carry out the terms of this Agreement.

4.4 Independent Contractor.

Neither the City nor any of its employees shall have any control over the manner, mode,
or means by which Consultant, its agents or employees, perform the services required herein,
except as otherwise set forth herein. City shall have no voice in the selection, discharge,
supervision or control of Consultant’s employees, servants, representatives, or agents, or in fixing
their number, compensation, or hours of service. Consultant shall perform all services required
herein as an independent contractor of City and shall remain at all times as to City a wholly
independent contractor with only such obligations as are consistent with that role. Consultant shall
not at any time or in any manner represent that it or any of its agents or employees are agents or
employees of City. City shall not in any way or for any purpose become or be deemed to be a
partner of Consultant in its business or otherwise or a joint venturer or a member of any joint
enterprise with Consultant.

45  Prohibition Against Subcontracting or Assignment.

The experience, knowledge, capability, and reputation of Consultant, its principals and
employees were a substantial inducement for the City to enter into this Agreement. Therefore,
Consultant shall not contract with any other entity to perform in whole or in part the services
required hereunder without the express written approval of the City. In addition, neither this
Agreement nor any interest herein may be transferred, assigned, conveyed, hypothecated, or
encumbered voluntarily or by operation of law, whether for the benefit of creditors or otherwise,
without the prior written approval of City. Transfers restricted hereunder shall include the transfer
to any person or group of persons acting in concert of more than twenty-five percent (25%) of the
present ownership and/or control of Consultant, taking all transfers into account on a cumulative
basis. In the event of any such unapproved transfer, including any bankruptcy proceeding, this
Agreement shall be void. No approved transfer shall release the Consultant or any surety of
Consultant of any liability hereunder without the express consent of City.

ARTICLE 5. INSURANCE, INDEMNIFICATION AND BONDS

5.1 Insurance Coverages.
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The Consultant shall procure and maintain, at its sole cost and expense, in a form and
content satisfactory to City, during the entire term of this Agreement including any extension
thereof, the following policies of insurance which shall cover all elected and appointed officers,
employees, and agents of City:

@ Comprehensive General Liability Insurance (Occurrence Form CG0001 or
equivalent). A policy of comprehensive general liability insurance written on a per occurrence
basis for bodily injury, personal injury, and property damage. The policy of insurance shall be in
an amount not less than $1,000,000.00 per occurrence or if a general aggregate limit is used, then
the general aggregate limit shall be twice the occurrence limit.

(b) Worker’s Compensation Insurance. A policy of worker’s compensation
insurance in such amount as will fully comply with the laws of the State of California and which
shall indemnify, insure, and provide legal defense for both the Consultant and the City against any
loss, claim, or damage arising from any injuries or occupational diseases occurring to any worker
employed by or any persons retained by the Consultant in the course of carrying out the work or
services contemplated in this Agreement.

(© Automotive Insurance (Form CA 0001 (Ed 1/87) including “any auto” and
endorsement CA 0025 or equivalent). A policy of comprehensive automobile liability insurance
written on a per occurrence for bodily injury and property damage in an amount not less than
$1,000,000. Said policy shall include coverage for owned, non-owned, leased, and hired cars.

(d) Professional Liability. Professional liability insurance appropriate to the
Consultant’s profession. This coverage may be written on a “claims made” basis and must include
coverage for contractual liability. The professional liability insurance required by this Agreement
must be endorsed to be applicable to claims based upon, arising out of, or related to services
performed under this Agreement. The insurance must be maintained for at least 5 consecutive
years following the completion of Consultant’s services or the termination of this Agreement.
During this additional 5-year period, Consultant shall annually and upon request of the City submit
written evidence of this continuous coverage.

(e Additional Insurance. Policies of such other insurance, as may be required
in the Special Requirements.

()] Subcontractors. Consultant shall include all subcontractors as insureds
under its policies or shall furnish separate certificates and certified endorsements for each
subcontractor. All coverages for subcontractors shall be subject to all of the requirements stated
herein.

5.2  General Insurance Requirements.

All of the above policies of insurance shall be primary insurance and shall name the City,
its elected and appointed officers, employees, and agents as additional insureds, and any insurance
maintained by City or its officers, employees, or agents shall apply in excess of, and not contribute
with, Consultant’s insurance. The insurer is deemed hereof to waive all rights of subrogation and
contribution it may have against the City, its officers, employees, and agents and their respective
insurers. The insurance policy must specify that where the primary insured does not satisfy the
self-insured retention, any additional insured may satisfy the self-insured retention. All of said
policies of insurance shall provide that said insurance may not be amended or cancelled by the
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insurer or any Party hereto without providing thirty (30) days prior written notice by certified mail
return receipt requested to the City. In the event any of said policies of insurance are cancelled,
the Consultant shall, prior to the cancellation date, submit new evidence of insurance in
conformance with Section 5.1 to the Contract Officer. No work or services under this Agreement
shall commence until the Consultant has provided the City with Certificates of Insurance or
appropriate insurance binders evidencing the above insurance coverages and said Certificates of
Insurance or binders are approved by the City. City reserves the right to inspect complete, certified
copies of all required insurance policies at any time. Any failure to comply with the reporting or
other provisions of the policies including breaches or warranties shall not affect coverage provided
to City.

City, its respective elected and appointed officers, directors, officials, employees, agents
and volunteers are to be covered as additional insureds as respects: liability arising out of activities
Consultant performs; products and completed operations of Consultant; premises owned, occupied
or used by Consultant; or automobiles owned, leased, hired or borrowed by Consultant. The
coverage shall contain no special limitations on the scope of protection afforded to City, and their
respective elected and appointed officers, officials, employees or volunteers. Consultant’s
insurance shall apply separately to each insured against whom claim is made or suit is brought,
except with respect to the limits of the insurer’s liability.

Any deductibles or self-insured retentions must be declared to and approved by City. At
the option of City, either the insurer shall reduce or eliminate such deductibles or self-insured
retentions as respects City or its respective elected or appointed officers, officials, employees and
volunteers or the Consultant shall procure a bond guaranteeing payment of losses and related
investigations, claim administration, defense expenses and claims. The Consultant agrees that the
requirement to provide insurance shall not be construed as limiting in any way the extent to which
the Consultant may be held responsible for the payment of damages to any persons or property
resulting from the Consultant’s activities or the activities of any person or persons for which the
Consultant is otherwise responsible nor shall it limit the Consultant’s indemnification liabilities as
provided in Section 5.3.

In the event the Consultant subcontracts any portion of the work in compliance with
Section 4.5 of this Agreement, the contract between the Consultant and such subcontractor shall
require the subcontractor to maintain the same policies of insurance that the Consultant is required
to maintain pursuant to Section 5.1, and such certificates and endorsements shall be provided to
City.

53 Indemnification.

To the full extent permitted by law, Consultant agrees to indemnify, defend, and hold
harmless the City, its officers, employees and agents (“Indemnified Parties”) against any and all
actions, either judicial, administrative, arbitration or regulatory claims, damages to persons or
property, losses, costs, penalties, obligations, errors, omissions or liabilities whether actual or
threatened (herein “claims or liabilities”) that may be asserted or claimed by any person, firm or
entity arising out of or in connection with the negligent performance of the work, operations, or
activities provided herein of Consultant, its officers, employees, agents, subcontractors, or invitees,
or any individual or entity for which Consultant is legally liable (“indemnitors”), arising from
Consultant’s reckless or willful misconduct, or arising from Consultant’s or indemnitors’ negligent
performance of or failure to perform any term, provision, covenant, or condition of this Agreement,
and in connection therewith:
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€)) Consultant will defend any action or actions filed in connection with any of
said claims or liabilities and will pay all costs and expenses, including legal costs and attorneys’
fees incurred in connection therewith;

(b) Consultant will promptly pay any judgment rendered against the City, its
officers, agents, or employees for any such claims or liabilities arising out of or in connection with
the negligent performance of or failure to perform such work, operations or activities of Consultant
hereunder; and Consultant agrees to save and hold the City, its officers, agents, and employees
harmless therefrom;

(© In the event the City, its officers, agents or employees is made a party to
any action or proceeding filed or prosecuted against Consultant for such damages or other claims
arising out of or in connection with the negligent performance of or failure to perform the work,
operation or activities of Consultant hereunder, Consultant agrees to pay to the City, its officers,
agents, or employees, any and all costs and expenses incurred by the City, its officers, agents, or
employees in such action or proceeding, including but not limited to, legal costs and attorneys’
fees.

Consultant shall incorporate similar, indemnity agreements with its subcontractors and if
it fails to do so Consultant shall be fully responsible to indemnify City hereunder therefore, and
failure of City to monitor compliance with these provisions shall not be a waiver hereof. This
indemnification includes claims or liabilities arising from any negligent or wrongful act, error or
omission, or reckless or willful misconduct of Consultant in the performance of professional
services hereunder. The provisions of this Section do not apply to claims or liabilities occurring
as a result of City’s sole negligence or willful acts or omissions, but, to the fullest extent permitted
by law, shall apply to claims and liabilities resulting in part from City’s negligence, except that
design professionals’ indemnity hereunder shall be limited to claims and liabilities arising out of
the negligence, recklessness, or willful misconduct of the design professional. The indemnity
obligation shall be binding on successors and assigns of Consultant and shall survive termination
of this Agreement.

Notwithstanding the foregoing, to the extent that the Consultant’s services are subject to
California Civil Code Section 2782.8, the above indemnity, including the cost to defend, shall be
limited to the extent required by Civil Code Section 2782.8.

5.4  Sufficiency of Insurer or Surety.

Insurance required by this Agreement shall be satisfactory only if issued by companies
qualified to do business in California, rated “A” or better in the most recent edition of Best Rating
Guide, The Key Rating Guide or in the Federal Register, and only if they are of a financial category
Class VII or better, unless such requirements are waived by the Risk Manager of the City (“Risk
Manager”) due to unique circumstances. If this Agreement continues for more than 3 years
duration, or in the event the Risk Manager determines that the work or services to be performed
under this Agreement creates an increased or decreased risk of loss to the City, the Consultant
agrees that the minimum limits of the insurance policies may be changed accordingly upon receipt
of written notice from the Risk Manager Consultant.

ARTICLE 6. RECORDS, REPORTS, AND RELEASE OF INFORMATION

6.1 Records.
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Consultant shall keep, and require subcontractors to keep, such ledgers books of accounts,
invoices, vouchers, canceled checks, reports, studies or other documents relating to the
disbursements charged to City and services performed hereunder (the “books and records”), as
shall be necessary to perform the services required by this Agreement and enable the Contract
Officer to evaluate the performance of such services. Any and all such documents shall be
maintained in accordance with generally accepted accounting principles and shall be complete and
detailed. The Contract Officer shall have full and free access to such books and records at all times
during normal business hours of City, including the right to inspect, copy, audit and make records
and transcripts from such records. Such records shall be maintained for a period of 3 years
following completion of the services hereunder, and the City shall have access to such records in
the event any audit is required. In the event of dissolution of Consultant’s business, custody of the
books and records may be given to City, and access shall be provided by Consultant’s successor
in interest.

6.2  Reports.

Consultant shall periodically prepare and submit to the Contract Officer such reports
concerning the performance of the services required by this Agreement as the Contract Officer
shall require. Consultant hereby acknowledges that the City is greatly concerned about the cost of
work and services to be performed pursuant to this Agreement. For this reason, Consultant agrees
that if Consultant becomes aware of any facts, circumstances, techniques, or events that may or
will materially increase or decrease the cost of the work or services contemplated herein or, if
Consultant is providing design services, the cost of the project being designed, Consultant shall
promptly notify the Contract Officer of said fact, circumstance, technique or event and the
estimated increased or decreased cost related thereto and, if Consultant is providing design
services, the estimated increased or decreased cost estimate for the project being designed.

6.3  Ownership of Documents.

All drawings, specifications, maps, designs, photographs, studies, surveys, data, notes,
computer files, reports, records, documents and other materials (the “documents and materials™)
prepared by Consultant, its employees, subcontractors and agents in the performance of this
Agreement shall be the property of City and shall be delivered to City upon request of the Contract
Officer or upon the termination of this Agreement, and Consultant shall have no claim for further
employment or additional compensation as a result of the exercise by City of its full rights of
ownership use, reuse, or assignment of the documents and materials hereunder. Any use, reuse or
assignment of such completed documents for other projects and/or use of uncompleted documents
without specific written authorization by the Consultant will be at the City’s sole risk and without
liability to Consultant, and Consultant’s guarantee and warranties shall not extend to such use,
reuse or assignment. Consultant may retain copies of such documents for its own use. Consultant
shall have the right to use the concepts embodied therein. All subcontractors shall provide for
assignment to City any documents or materials prepared by them, and in the event Consultant fails
to secure such assignment, Consultant shall indemnify City for all damages resulting therefrom.

6.4  Confidentiality and Release of Information.

@ All information gained, or work product produced by Consultant in
performance of this Agreement shall be considered confidential, unless such information is in the
public domain or already known to Consultant. Consultant shall not release or disclose any such
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information or work product to persons or entities other than City without prior written
authorization from the Contract Officer.

(b)  Consultant, its officers, employees, agents or subcontractors, shall not,
without prior written authorization from the Contract Officer or unless requested by the City
Attorney, voluntarily provide documents, declarations, letters of support, testimony at depositions,
response to interrogatories or other information concerning the work performed under this
Agreement. Response to a subpoena or court order shall not be considered “voluntary” provided
Consultant gives City notice of such court order or subpoena.

(© If Consultant, or any officer, employee, agent or subcontractor of
Consultant, provides any information or work product in violation of this Agreement, then City
shall have the right to reimbursement and indemnity from Consultant for any damages, costs and
fees, including attorney’s fees, caused by or incurred as a result of Consultant’s conduct.

(d) Consultant shall promptly notify City should Consultant, its officers,
employees, agents, or subcontractors be served with any summons, complaint, subpoena, notice
of deposition, request for documents, interrogatories, request for admissions or other discovery
request, court order or subpoena from any party regarding this Agreement and the work performed
there under. City retains the right, but has no obligation, to represent Consultant or be present at
any deposition, hearing or similar proceeding. Consultant agrees to cooperate fully with City and
to provide City with the opportunity to review any response to discovery requests provided by
Consultant. However, this right to review any such response does not imply or mean the right by
City to control, direct, or rewrite said response.

ARTICLE 7. ENFORCEMENT OF AGREEMENT AND TERMINATION
7.1 California Law.

This Agreement shall be interpreted, construed, and governed both as to validity and to
performance of the Parties in accordance with the laws of the State of California. Legal actions
concerning any dispute, claim, or matter arising out of or in relation to this Agreement shall be
instituted in the Superior Court of the County of San Bernardino, State of California, or any other
appropriate court in such county, and Consultant covenants and agrees to submit to the personal
jurisdiction of such court in the event of such action. In the event of litigation in a U.S. District
Court, venue shall lie exclusively in the Central District of California, Eastern Division.

7.2 Disputes; Default.

In the event that Consultant is in default under the terms of this Agreement, the City shall
not have any obligation or duty to continue compensating Consultant for any work performed after
the date of default. Instead, the City may give notice to Consultant of the default and the reasons
for the default. The notice shall include the timeframe in which Consultant may cure the default.
This timeframe is presumptively thirty (30) days, but may be extended, though not reduced, if
circumstances warrant. During the period of time that Consultant is in default, the City shall hold
all invoices and shall proceed with payment on the invoices only when the default is cured. In the
alternative, the City may, in its sole discretion, elect to pay some or all of the outstanding invoices
during the period of default. If Consultant does not cure the default, the City may take necessary
steps to terminate this Agreement under this Article. Any failure on the part of the City to give
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notice of the Consultant’s default shall not be deemed to result in a waiver of the City’s legal rights
or any rights arising out of any provision of this Agreement.

7.3 Retention of Funds.

Consultant hereby authorizes City to deduct from any amount payable to Consultant
(whether or not arising out of this Agreement) (i) any amounts the payment of which may be in
dispute hereunder or which are necessary to compensate City for any losses, costs, liabilities, or
damages suffered by City, and (ii) all amounts for which City may be liable to third parties, by
reason of Consultant’s acts or omissions in performing or failing to perform Consultant’s
obligation under this Agreement. In the event that any claim is made by a third party, the amount
or validity of which is disputed by Consultant, or any indebtedness shall exist which shall appear
to be the basis for a claim of lien, City may withhold from any payment due, without liability for
interest because of such withholding, an amount sufficient to cover such claim. The failure of City
to exercise such right to deduct or to withhold shall not, however, affect the obligations of the
Consultant to insure, indemnify, and protect City as elsewhere provided herein.

7.4 Waiver.

Waiver by any Party to this Agreement of any term, condition, or covenant of this
Agreement shall not constitute a waiver of any other term, condition, or covenant. Waiver by any
Party of any breach of the provisions of this Agreement shall not constitute a waiver of any other
provision or a waiver of any subsequent breach or violation of any provision of this Agreement.
Acceptance by City of any work or services by Consultant shall not constitute a waiver of any of
the provisions of this Agreement. No delay or omission in the exercise of any right or remedy by
a non-defaulting Party on any default shall impair such right or remedy or be construed as a waiver.
Any waiver by either Party of any default must be in writing and shall not be a waiver of any other
default concerning the same or any other provision of this Agreement.

7.5  Rights and Remedies are Cumulative.

Except with respect to rights and remedies expressly declared to be exclusive in this
Agreement, the rights and remedies of the Parties are cumulative and the exercise by either Party
of one or more of such rights or remedies shall not preclude the exercise by it, at the same or
different times, of any other rights or remedies for the same default or any other default by the
other Party.

7.6  Legal Action.

In addition to any other rights or remedies, either Party may take legal action, in law or in
equity, to cure, correct, or remedy any default, to recover damages for any default, to compel
specific performance of this Agreement, to obtain declaratory or injunctive relief, or to obtain any
other remedy consistent with the purposes of this Agreement.

7.7 Termination Prior to Expiration of Term.

This Section shall govern any termination of this Contract except as specifically provided
in the following Section for termination for cause. City reserves the right to terminate this Contract
at any time, with or without cause, upon thirty (30) days’ written notice to Consultant, except that
where termination is due to the fault of the Consultant, the period of notice may be such shorter
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time as may be determined by the Contract Officer. Upon receipt of any notice of termination,
Consultant shall immediately cease all services hereunder except such as may be specifically
approved by the Contract Officer. Consultant shall be entitled to compensation for all services
rendered prior to the effective date of the notice of termination and for any services authorized by
the Contract Officer thereafter in accordance with the Schedule of Compensation or such as may
be approved by the Contract Officer, except as provided in Section 7.3. In the event of termination
without cause pursuant to this Section, the City need not provide the Consultant with the
opportunity to cure pursuant to Section 7.2.

7.8 Termination for Default of Consultant.

If termination is due to the failure of the Consultant to fulfill its obligations under this
Agreement, City may, after compliance with the provisions of Section 7.2, take over the work and
prosecute the same to completion by contract or otherwise, and the Consultant shall be liable to
the extent that the total cost for completion of the services required hereunder exceeds the
compensation herein stipulated (provided that the City shall use reasonable efforts to mitigate such
damages), and City may withhold any payments to the Consultant for the purpose of set-off or
partial payment of the amounts owed the City as previously stated.

ARTICLE 8. CITY OFFICERS AND EMPLOYEES: NON-DISCRIMINATION
8.1  Non-liability of City Officers and Employees.

No officer or employee of the City shall be personally liable to the Consultant, or any
successor in interest, in the event of any default or breach by the City or for any amount which
may become due to the Consultant or to its successor, or for breach of any obligation of the terms
of this Agreement.

8.2 Conflict of Interest.

Consultant covenants that neither it, nor any officer or principal of its firm, has or shall
acquire any interest, directly or indirectly, which would conflict in any manner with the interests
of City or which would in any way hinder Consultant’s performance of services under this
Agreement. Consultant further covenants that in the performance of this Agreement, no person
having any such interest shall be employed by it as an officer, employee, agent or subcontractor
without the express written consent of the Contract Officer. Consultant agrees to at all times avoid
conflicts of interest or the appearance of any conflicts of interest with the interests of City in the
performance of this Agreement.

No officer or employee of the City shall have any financial interest, direct or indirect, in
this Agreement nor shall any such officer or employee participate in any decision relating to the
Agreement which effects his financial interest or the financial interest of any corporation,
partnership or association in which he is, directly or indirectly, interested, in violation of any State
statute or regulation. The Consultant warrants that it has not paid or given and will not pay or give
any third party any money or other consideration for obtaining this Agreement.

Additionally, pursuant to Rialto Municipal Code section 2.48.145, Consultant represents
that it has disclosed whether it or its officers or employees is related to any officer or employee of
the City by blood or marriage within the third degree which would subject such officer or employee
to the prohibition of California Government Sections 87100 et. seq., Fair Political Practices
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Commission Regulation Section 18702, or Government Code Section 1090. To this end, by
approving this Agreement, Consultant attests under penalty of perjury, personally and on behalf
of Consultant, as well its officers, representatives, that it/they have no relationship, as described
above, or financial interests, as such term is defined in California Government Section 87100 et.
seq., Fair Political Practices Commission Regulation Section 18702, or Government Code Section
1090, with any City of Rialto elected or appointed official or employee, except as specifically
disclosed to the City in writing.

8.3  Covenant Against Discrimination.

Consultant covenants that, by and for itself, its heirs, executors, assigns, and all persons
claiming under or through them, there shall be no discrimination against or segregation of any
person or group of persons on account of race, color, creed, religion, sex, gender, sexual
orientation, gender identity, marital status, national origin, ancestry, or other protected class in the
performance of this Agreement. Consultant shall take affirmative action to ensure that applicants
are employed and that employees are treated during employment without regard to their race, color,
creed, religion, sex, sexual orientation, gender, gender identity, marital status, national origin,
ancestry, or other protected class.

8.4 Unauthorized Aliens.

Consultant hereby promises and agrees to comply with all of the provisions of the Federal
Immigration and Nationality Act, 8 U.S.C.A. 8§ 1101, et seq., as amended, and in connection
therewith, shall not employ unauthorized aliens as defined therein. Should Consultant so employ
such unauthorized aliens for the performance of work and/or services covered by this Agreement,
and should any liability or sanctions be imposed against City for such use of unauthorized aliens,
Consultant hereby agrees to and shall reimburse City for the cost of all such liabilities or sanctions
imposed, together with any and all costs, including attorney’s fees, incurred by City.

ARTICLE 9. MISCELLANEOUS PROVISIONS
9.1 Facilities and Equipment.

Except as otherwise provided, Consultant shall, at its own cost and expense, provide all
facilities and equipment necessary to perform the services required by this Agreement. City shall
make available to Consultant only physical facilities such as desks, filing cabinets, and conference
space (“City Facilities”), as may be reasonably necessary for Consultant’s use while consulting
with City employees and reviewing records and the information in possession of City. The
location, quality, and time of furnishing of City Facilities shall be in the sole discretion of City. In
no event shall City be required to furnish any facilities that may involve incurring any direct
expense, including but not limited to computer, long distance telephone, network data, internet, or
other communication charges, vehicles, and reproduction facilities.

9.2 Payment of Taxes.

Consultant is solely responsible for the payment of employment taxes incurred under this
Agreement and any federal and state taxes.

9.3 Notices.
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All notices or other communications required or permitted hereunder shall be in writing,
and shall be personally delivered, sent by pre-paid First Class U.S. Mail, registered or certified
mail, postage prepaid, return receipt requested, or delivered or sent by facsimile with attached
evidence of completed transmission, and shall be deemed received upon the earlier of (i) the date
of delivery to the address of the person to receive such notice if delivered personally or by
messenger or overnight courier; (ii) three (3) business days after the date of posting by the United
States Post Office if by mail; or (iii) when sent if given by facsimile. Any notice, request, demand,
direction, or other communication sent by facsimile must be confirmed within forty-eight (48)
hours by letter mailed or delivered. Other forms of electronic transmission such as e-mails, text
messages, instant messages are not acceptable manners of notice required hereunder. Notices or
other communications shall be addressed as follows:

If to City: City of Rialto
150 S. Palm Ave.
Rialto, CA 92376
Attn: City Manager
Tel: (909) 820-2525
Fax: (909) 820-2527

With copy to: Burke, Williams & Sorensen, LLP
1770 lowa Avenue, Suite 240
Riverside, CA 92507
Attn: Eric S. Valil, City Attorney
Tel: (951) 788-0100
Fax: (951) 788-5785

If to Consultant: Insight Public Sector, Inc.
2701 E Insight Way
Chandler, AZ 85286
Attn: Heather Duggan
Email: teamjimenez@insight.com

Either Party may change its address by notifying the other Party of the change of address
in writing.

94 Interpretation.

The terms of this Agreement shall be construed in accordance with the meaning of the
language used and shall not be construed for or against either Party by reason of the authorship of
this Agreement or any other rule of construction which might otherwise apply.

9.5 Counterparts.

This Agreement may be executed in counterparts, each of which shall be deemed to be an
original, and such counterparts shall constitute one and the same instrument.

9.6 Integration; Amendment.

This Agreement including the attachments hereto is the entire, complete and exclusive
expression of the understanding of the Parties. It is understood that there are no oral agreements
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between the Parties hereto affecting this Agreement and this Agreement supersedes and cancels
any and all previous negotiations, arrangements, agreements and understandings, if any, between
the Parties, and none shall be used to interpret this Agreement. No amendment to or modification
of this Agreement shall be valid unless made in writing and approved by the Consultant and by
the City. The Parties agree that this requirement for written modifications cannot be waived and
that any attempted waiver shall be void.

9.7  Severability.

In the event that any one or more of the phrases, sentences, clauses, paragraphs, or sections
contained in this Agreement shall be declared invalid or unenforceable by a valid judgment or
decree of a court of competent jurisdiction, such invalidity or unenforceability shall not affect any
of the remaining phrases, sentences, clauses, paragraphs, or sections of this Agreement which are
hereby declared as severable and shall be interpreted to carry out the intent of the Parties hereunder
unless the invalid provision is so material that its invalidity deprives either Party of the basic
benefit of their bargain or renders this Agreement meaningless.

9.8  Corporate Authority.

The persons executing this Agreement on behalf of the Parties hereto warrant that (i) such
Party is duly organized and existing, (ii) they are duly authorized to execute and deliver this
Agreement on behalf of said Party, (iii) by so executing this Agreement, such Party is formally
bound to the provisions of this Agreement, and (iv) the entering into this Agreement does not
violate any provision of any other Agreement to which said Party is bound. This Agreement shall
be binding upon the heirs, executors, administrators, successors and assigns of the Parties.

9.9  Conflicting Terms

Except as otherwise stated herein, if the terms of this Agreement conflict with the terms of
any Exhibit hereto, or with the terms of any document incorporated by reference into this
Agreement, the terms of this Agreement shall control.

[SIGNATURES ON FOLLOWING PAGE]
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IN WITNESS WHEREOF, the parties hereto have executed and entered into this Agreement on

the date first written above.

CITY:

CITY OF RIALTO,
corporation

By:

a municipal

Tanya Williams, City Manager

ATTEST:

By:

Barbara A. McGeeg, City Clerk

APPROVED AS TO FORM:

Burke, Williams & Sorensen, LLP

By:

Eric S. Vail, City Attorney
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CONSULTANT:

Insight Public Sector, Inc., an Arizona

Corporation

By:

Signature

Tone Tuskan

Name

Senior Manager

Title

By:

Signature

Erica Falchetti

Name

Director, Public Sector

Title

**Two signatures are required if a
corporation**



EXHIBIT “A*

SCOPE OF SERVICES
Consultant shall provide services related to Arctic Wolf Security Operations, including cyber

threat protection by combining proactive measures like vulnerability scanning and employee
training to minimize attack impact.
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p\ ARCTIC
WOLF

Arctic Wolf° Managed
Detection and Response

Threat Detection and Response Delivered by
the Concierge Security” Team

Organizations everywhere are struggling with detecting and responding
to modern cyber threats efficiently. While many IT departments have
deployed security tools in an attempt to address this, the lack of 2257
manitering, extensive security operations expertise, and a well-staffed
security team means many threats go unnoticed and can linger in the
enviranment for menths. Many high=profile data breaches occur not
because the security tool falled to raise an alert — they fall because

the zlert isn't addressed, or is overfooked.

@ The Arctic Wolf Concierge Security Team has
found latent threats lingering in 73% of our
customers' environments within the first 90

days of the engagement.

— The Stete of Cybersecurity 2022 Trends Report

Built on the industry’s first doud=native platform to deliver security
operations as a conclerge service, the Arctic Wolf Managed Detection
and Response (MDR) solution eliminates alert fatigue and false positives
to promote a faster response with detection and response capabilities
taillored to the specific needs of your organization. Your Arctic Waolf
Concierge Security® Team [C5T) works directly with you to respond Lo
and remediate threats, while also providing ongoing. strategic guidance
to harden your securily posture and prevent future threats.

o D ®

Detect Respond Recover

Zee more with Engage managed Learn from incidents
continueous monitoring  investigation and rapid  and impllement custom
af your security response to guickly rules and workiows for
Lindscape, managed contain threats. proactive protection.

by our security

operations experts, " _M'arlesr_'d. » Guided remediation
_— nvestigations * oot cause anzlysis
=« Broad visibility » Incident response + Personalized
® 24x7 monitoring » Log retention engagement

and search

B2025 Arctic Waoll Meteorks, Inc All dgirts reserved. | Public
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Concierge Security® Team

The Conclerge Security Team (CST) is your
single point of contact for your Arctic Waolf
Managed Detection and Response (MDR)
solution. Your CST serves as your trusted
security operations advisor and an extension
of your internal team, providing you with;

» 24x7 monitoring

# Alert triage and prioritization

» Custom protection rules

= Guided remediation

» Detailed reporting and audit support

= Ongoing strategic security reviews

Leverage Existing Infrastructure

The Arctic Woalf MDR solution [everages security
technologies within your current environment
50 you can quickly detect, respond, and recover
from threats without worrying about vendor
lock-in, or replacing your existing systems.

Advanced Threat Detection

Machine [eaming with adaptive tuning detects
advanced threats and provides forensic
analysis for greater efficiency and scale.

Managed Containment

Rapidly respond to threats and stop their
spread by preventing host devices from
communicating externally, as well as
with other devices on your network.

IR JumpStart Retainer

Arctic Wolf® |R JumpStart Retainer is the
first proactive incident response retainer
that combines incident response planning
with a 1-hour 5LA and no prepaid hours.
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The Arctic Wolf Difference
Broad Visibility

Security telemetry collected from internal and external netwarks,
endpoints, and cloud environments are enriched with threat feeds,
OSINT data, CVE information, account takeover data, and more ta
provide granulzarity and context to incidents that are investigated
and triaged by the Concierge Security Team.

Arctic Wolf Customer Portal - Tactical and Strategic Insights

A purpose-built Ul provides visibility into open tickets, lets you interact
with your CST, view your security score, and view deployment elements

such as the number of Arctic Walf® Agents currently deployed.

Summary and customized reports Lo understand your security
posture and fulfill compliance needs,

The Arctic Wolf Agent

The included Arctic Wolf Agent provides endpoint intelligence and
enhanced threat detection and response capabilities that give our
security engineers deep, pervasive visibility into your security posture,

= Sysmon event monitoring provides east/west visibility into the
lateral movement af threats
» Weekly endpoint reporting

« Managed containment

Unlimited Log Retention and Search

The Arctic Wolf* Aurora Platform™ automatically collects, normalizes,
analyzes, and retains log data from existing retworks, systems, and
applications for a minimum of 90 days and is avallablle on demand to
address your reporting and compliance needs.

AARCTIE
WOLF

ed Dietection and Fes
wolt Ircident Res

e tracemarks of A

Hiztwarks, Inc
L amidfar ether cotries

Seourity Team are ermarks orr
Wl Metworks Canad, I, and any subsidiz
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*Technical limitations of previous
tools we had was a big factor [in
changing vendors]. We've been
able to fulfill that and utilize the
concierge approach where we
have the interaction with people
who give us guidance and how
best to move forward.”

= Paul Chapman, IT Operations Manager,
JCB Finance

About Arctic Wolf

Arctic Wolf® is a global leader in security
operations, delivering the first cloud-native
security operations platform to end cyber
risk. Powered by threat telemetry spanning
endpoint, network, identity, and eloud

sources, the Arctic Wolf Aurora Platform™
ingests and analyzes trillions of security
events each week to enable critical outcomes
for most security use cases, By delivering
automated threat protection, response, and
remediation capabilities, Arctic Wolf delivers
world-class security operations with the push
of a button so customers can defend their
greatest assets at the speed of data.

For more information about Arctic Wolf,
wvisit arcticwol f.com.

SOC2 Type Il Certified

150 ETDOY

C CERTIFIED
CYBERGUARD
MCE
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Arctic Wolf Managed Risk
Solution

Continuous Risk Management Delivered by the
Concierge Security® Team

Organizations everywhere struggle with the complexity of identifying and
managing security risks within their ervironment. Often, even fundamental
nformation like what assets exist, which systems have vulnerabilities,

and which systems are misconfigured is difficult to obtain. Even when this
nformation is available it usually overwhelms the security team because its
existing toals generate too many alerts and lack context. As security teams
struggle with what to do next and how to prioritize, these risks pile up and

eave organizations vulnerable to threats and damaging data breaches.

By 2022, organizations that use the risk-
based vulnerability management processes
will have 80% fewer breaches.

Dale Gardner, Forecast Analysis: Risk-Bosed Vulnerability Management,
Worldwide | Pubfished: 14 June 2019 1D; GO0384840

Built on the industry’s only cloud-native platform to deliver security
operations as a concierge service, Arctic Wolf® Managed Risk enables you to
define and contextualize your attack surface coverage across your netwaorks,
endpoints, and clowd ervironments; provides you with the risk priorities in
your ervironment; and advises you on your remediation actions to ensure
that you benchmark against configuration best practices and continually

harden your security posture.

K @

= o

Discover Assess Harden

The ability to discowver Dietermine your Ccyber Expertise to guide your

and gain visibility to your  risk in the context of strategy and help you

current attack surface your business harden your environment

#  Abtack Surface » Classification and » Configuration
Coverage Contextualization Benchmarking

»  Dynamic Asset » Risk Scoring » On-Demand
Discovery » Concierge-led Reparting

= Account Takeover Prioritization Guided Remediation

Risk Detection

2022 Arctic Wielf Metworks, Ine. AN fights ressred. | Pulblic
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Concierge Security Team

The Conclerge Security Team (CST) is your
single point of contact for your Arctic Wolf
Managed Risk solution. Your CST serves

as your trusted security advisors and an
extension of your internal team, customizing
services to your needs.

dx 7 Monitoring

Around-the-clock monitoring for
vulnerabilities, system misconfigurations,

and account takeover exposure across your
endpoints, networks, and cloud environments.
Deliver timely critical outcomes with the deep
stan tools.

Recommendations

Your named security operations expert
becomes your trusted security advisor,

working with you to make recommendations
that harden your security posture over time.

Personalized Eng

Regular meetings with your named security
operations expert |et you review your
overall security posture and find areas of
improvement that are optimized for your
enmvironment.

Continuous|y scans your environment for
digital risks

Performs regular risk posture reviews
Provides actionable remediation guidance
Works with you to build risk
management plans

Delivers a customized risk management
plan to prioritize remediation and
Measure progress

Provides comprehensive wisibility into
your risk posture
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Arctic Wolf Managed Risk Capabilities

Security Risk Scoring

Far effective risk management,
you need ta know if your security
posture improves or declines over
time. Benchmarking against other
organizations in similar industries
helps you understand where you
stand and how to improve.
Configuration Benchmarking

T help you prioritize yvour

risk mitigation, configuration
bkenchmarking is a risk score based

on criteria such as the attack vector
accessibility, attack complexity, and
the impact of accessed data, These
benchmarks pravide context so

you can address the most critical

misconfigurations first.

Account Takeover Risk Detection

By continuously scanning the

dark and gray web for corporate
credentials harvested indata
breaches, account takeover detection
enables you to quickly take action

to secure compromised accounts
Typically, your solution partner
provides details such as the source,
description of the data breach
imvolved, and the expased emails,

Cloud Security Posture Management
(C5PM)

A solution that protects against
miscorhgurations, mismanagement,
and other mistakes cccurring in
cloud infrastructure, CSPM includes
prevention, detection, and response
capabilities based on criteria such as
security framewarks, IT policies, and

regulatory compliance.

Asset Criticality

Assigning an asset a level of
criticality as an attribute for

risk prioritization provides a
standardized critical labeling
system with a clear definition of
the asset's importance, The level of
asset eriticality can be critical, high,
medium, lowy, or unassigned.

Asset Inventory

Your attack surface constantly
chamges as you add more users

and hosts. To build and maintain

a comprehensive inventory of
assets, dynamic asset identification
profiles and dassifies your | T assets
automatically and centinuously so
that no new asset falls through the

cracks.

Asset Tagging

Managed risk allows you to gain
additional asset context of your

risk prioritization efforts, assisting
with asset classification and asset
arganization efforts. You can use
asset tags to pivot and review assets
as well as your risks during your risk
management and hardening efforts.
It makes the automation of managing
assets possible, makes reports more
meaningful for the business, and

improves risk prioritization efforts.

Risk Remediation Steps

Managed risk allows you to export a
report with remediation resources
agalnst your risk, vulnerabllities, and
assets. By including the remediation
steps alongside the vulnerabilities,
you can efficienthy-—and

cansistenth=remediate known risks.

D202 Archic Wolf Metworks, Inc. Al rights reserved, Arciic Wolf Networks, AWN
i tha Arclic Wl Nirtworks lego are trademarks of Arctic Wiell Networks, Inc. in the
United States and/or other jurisdictions. Other names used Inthis document ane for
identificstion purposses anly and My be irademarks of their respective caners.
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Vuinerability A
Host-based)

gsment (Internal, External and

Continuously scans assets to understand your
company’s digital footprint and quantify your
business's risk exposure. Key features include:
Continuous scanning
Cloud Security Posture Management [CSPM)
COWASP top-10 scanning
Stateless scanning and secure transfers

Endpaint agents for Windows Server/
workstation, MacOS, and Linux distributions

Audit reporting
Security controls benchmarking

Quantify Your Cyber Risk Posture

A doud-based dashboard provides visibility

into continuous cyber risk assessment by
incorporating all meaningful cyber risk indicators
from your business. |t identifies the highest-
priority issues and alerts you to emerging risks
before they escalate into real problems. It
empowers you to take meaningful, efficient action
to mitigate risk using these key features:

» Comprehensive risk profiling

» Informative user Interface

» Proactive notifications and alerts
» Actionable reporting

Having a team to assess and
manage vulnerabilities while
monitoring our environment really
helps us reduce our threat surface.
We've made considerable progress
in rebuilding integrity and trust in
our IT systems, but risk never goes
away—and if we aren't aware of it,
we can't work to mitigate it.

— Dr. Jason A. Thomas, Chief Oparating Officer and Chiet

Imformotion Officer, Jackson Parish Hospital
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Arctic Wolf® Managed
Security Awareness®

Mare Than Training

Organizations everywhere struggle to reduce the risk of cyber attacks =—
especially attacks targeting their employees,

Every day, highlly motivated threat actors set their sights on employees
who are unprepared to defend themsehlves. Instead of sesing employees
as teachable, contributing members of a united front against cyber risk
{and social engineers), employers often dismiss them as untrainable or
as an unsolvable part of the risk equation,

Arctc Wolf® believes that you can prepare and equip your emplloyees
to reduce cyber risk when their awareness training program is built on
micralearning and averseen by awareness experts. Microlearning
ensures that employees are regularly informed about the test threats
and how to stop them at the point of attack. Awareness coaching
provides expertise and guidance to security teams kooking to mature
their awareness program, sustain new, long-term employee behavior,

and foster a culture of security within their arganization.

Effective Security Awareness

Traditional security tocls are optimized for yvearly training and “check the
box” compliance. To be effective, security awareness must be continuous,

pasitive, and friction~free for employees, which helps drive engagement
and participation. Onee employees are engaged, program effectiveness
can be measured across individuals, teams, and the overall organization,
Quantifiablle results identify areas for improvement and demanstrate
an=going value of the program to upper management,

&R &2 =

Engage Measure Transform
Train and prepare ldentify employees Achieve a culture
employees to stop who fall behind and of security and
social engineering which threat topics strengthen your
attacks, like phishing. to reinforce security posture,
o Microlearning » Employee » Employee
performance confidence

» Fresh and relevant
content * Program
effectiveness

» Security culture

» Current threats » Cyber resilience

027 Arciic Well Metwarks, Inc. All rights reseeved, | Public

4872-4429-3132 v2 A-6

DATASHEET

Concierge Security® Team

Arctic Wolf Managed Security Awareness
is delivered as a concierge service. Existing
Arctic Wolf customers continue working
with their CST. New customers are paired
with a named CST who helps them kickoff
and advance their awareness program with:

» Awareness coaching

+ Program administration

» Attack trends

» Dngoing strategic security reviews

» 24x7 account takeover monitoring

Security Awareness Training

Prepare employees to stop social engineering
attacks with continuous training to recognize
current threats, avoid scams, and understand
the importance of reporting mistakes.

Automated Phishing Simulations

Measure and reinforce employee awareness
with automated assessments and phishing
simulations based on real-life attacks.
Phishing simulations include an automatic
follow-up lesson if employees click.

Report Suspicious Emails

Enable employees to defend their inboxes
with the Arctic Wolf Report Phishing Button.

Compliance Training

Quickly add comprehensive compliance
training to your security awareness program
to address HIPAA, PC|, FERPA, Anti-
Discrimination, and other important topics.



A

The Arctic Wolf Difference

Arctic Wolf Managed Security Awareness is more than training,
We don't rely only on training toolks to change employee behavior
To be effective, security awareness training requires a holistic
approach that includes teaching, testing, and tracking progress
toward defined goals. The outcome of an effective awareness
program results in fewer incidents related to phishing and human

error, and builds stronger cyber resilience across your organization,

Fully Managed Service
The security awareness program must not burden IT security

teams with extra work. Arctic Wolf researches threat topics,

designs, and schedules all content for lessons, guizzes,

phishing <_i'ﬂ_.|;'_ir:|'-;. and their immediate follow=up k=ssons.

%
17

Microlearning

Studies show people forget B0 percent of what they learm

within one month unless reminded multiple times. Arctic
Wolf regularly engages employess with shart = three
minutes ar less — awareness bessons based on current

threats targeting organizations.
Report Phishing Button and Analytics

Report Phishing Button and ghve your ad 5 the ability to

protect your organization even faster.

Friction-free Learning

Employees are busy. We deliver awareness lessons via email,

so employees have quick and convenient acce

Employees don't hs training account credentials, there

are no passwords, all tracking is performed behind the

scenes — making employee participation easy.

Account Takeover Monitoring
= With Arctic Wolf watching the dark web 24x7 for employee

credentials, IT security teams can rapidly determine if
cradenti

aks are breached, then change affected passwaords,

and improve empl » hehavior,

/G

S202.3 Arctic Wolf Matwarks, Inc. All rights reserved. Arctic Wolf Networks, AW
and tha Arctic Wl F Nbtworks |ogo s tredsmarios of Anctic Woll Mebworks, b, in
fhe Linited States and/or other jurisdictions. Crther names used in this doosment are
for identifcation purpases on by and may b Erademarks of their respective ownern.
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“By offering easy-to-understand
microlearning, Arctic Wolf is
directly improving the knowledge
base of our employees.”

— Chris T, Executive Director

“The user education piece just
takes the service over the top.”

— Rob E, Network Adrin

About Arctic Wolf*

Arctic Wolf is the global leader in
security operations, delivering the first
cloud-native security operations platform
to end cyber risk. Powered by threat
telemetry spanning endpoint, network,
identity, and cloud sources, the Arctic
Wolf Security Operations Cloud ingests
and analyzes trillions of security events
each week to enable critical outcomes
for most security use cases, The Arctic
Wolf® Platform delivers automated
threat detection and response at scale
and empowers organizations of any
size to stand up world—class security
operations with the push of a button.

For more information about Arctic Wolf,
visit arc
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Arctic Wolf®
IR JumpStart Retainer

When crisis strikes, the last thing you want Rapid Engagement
is hesitation or uncertainty when asked, When you need help fast
"What do we do now?" IR JumpStart serves
as your answer and action plan. * 1-hour response SLA

» Fast-track scoping call based
A New Approach to the on IR plan

Incident Response (IR} Retainer « Discounted pricing on IR

Being prepared for a cyber attack should not require an service engagement
organization to pre=purchase a block of IR hours costing tens of » Recommendations for legal and
thousands of dollars, Arctic Wolf IR JumpStart Retainer combines other resources during response
the short response SLA organizations value in a retainer with
proactive IR planning to bulld confidence and resilience, without Full-Service IR Team

the upfront costs of traditional IR retainers. . .
Containment to restoration

{é} @ 7 » Flastic Response Framework
@08 /4

b » In-depth digital forensics analysis

IR Plan Builder IR Plan Review » Comprehensive data and

Developed through years Arctic WolF® will review system restoration

of restoring large and small vour incident response plan s Proven threat actor communications

organizations from cyber to identify gaps and missing strategies

attacks, IR Plan Builder guides infarmation that cause

organizations through an delays during the response Proactive Pla nning

Orjli.ne |:l:rcrce_-'55 ?T collecting the  to v.jlat;_W br_eaches and other Build confidence and resilience

critical information needed to major incidents.

jump-start IR engagements. » Designate key contacts
» |dentify critical data and applications
» Plan review by Arctic Wolf to

identify gaps

+ Safeguard your plan

S@02T Arctic Wiell Metwarks, Ing, Al Aghts reserved, | Public
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Elastic Incident Response Framework

Arctic Wolf* Incident Response is a trusted leader in incident
response (IR) leveraging an elastic framework that enables rapid
remediation to any cyber emergency at scale. A dedicated Incident
Director orchestrates every response effort and coordinates team
members based on the attack type, scope of incident, and phase
of response, Team members work in parallel through the response
ta minimize downtime and costs while the Incident Director

ensures clear communication with the organization to ensure

everyone remains informed on forward progress.

RESTORE

SECURE RESTORE

S5ecure the Analyze the cause Restore the

environment by and extent of the organization to its

eliminating threat activities while inside pre=incident condition

SClor access, the network,

= Data recovery
= Remediate = Establish
root

compromise

System restoration

nt of dwell time
= Threat actor

Investigate which negotiations

Manitor for filles may have
# Ransom
settlements

re=entry attempts been accessed,

deleted, or stolen

Collect and

preserve d

Thorough
and evider explanation of

forensics findings

Contact Arctic Wolf
Maore information ahout Arctic Wolf Incident Response
and IR JumpStart Retainer is available on

Arctic Wolf customers should contact their Customer

Success Manager for more information about
abtain IR JumpStart Retainer

o]
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About Arctic Wolf®

Arctic Wolf is the global leader in
security operations, delivering the first
cloud-native security operations platform
to end cyber risk. Powered by threat
telemetry spanning endpoint, netwark,
identity, and cloud sources, the Arctic
Wolf Security Operations Cloud ingests
and analyzes trillions of security events
each week to enable critical outcomes
for most security use cases. The Arctic
Wolf® Platform delivers automated
threat detection and response at scale
and empowers organizations of any
size to stand up wor|d-class security
operations with the push of a button.

For more infarmation about Arctic Wolf,
visit arcticwol
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EXHIBIT “B”

“SCHEDULE OF COMPENSATION”

Not to exceed amount of $110,225.83 for fiscal year 2026.

4872-4429-3132 \12 B-1



Account name: 10767230

INSIGHT PUBLIC SECTOR, INC.

2701 E INSIGHT WAY

CHAMNDLER AZ 85286-1930

Tel: 800-46T7-4445

Fage 1 of 3

CITY OF RIALTO
150 5 PALM AVE
RIALTO CA 92376-5406

PO Number
SHIP-TO PO Release
CITY OF RIALTO Sales Rep
LUKE HERRERA Email
150 5 PALM AVE Phone
RIALTO CA 92376-6406 Sales Rep 2
Email
Phone

o Alex Jimenez
I ALEX JIMENEZ@INSIGHT.COM

Quotation
Gluotation Number : 0228402588
Document Date o 20-APR-2025

o Chrisjunlyn Demada
: CHRISJUNLYN.CERRADAGEINSIGHT.COM

We deliver according to the following terms:

Payment Terms
Ship Via

Terms of Delivery
Currency

: Met 45 days

: Imsight Assigned Camer/Ground
: FOB DESTINATION

: UsD

Regarding tanff impacts on IPS confract quotes, Insight is communicating with the contracting officials on the contracts held by
Insight to minimize the impact of tariffs to our clients.

Material

Material Description Guantity

Unit Price

Extended Price

AW-TOTA| -USER-GO [Arctic Wolf Total Licensing - License - 1

user
Coverage Dates: 03-AUG-2025 - 02-AUG-2026

OMMIA PARTHMERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-86602-03)

List Price: 347.99

Discount 41.010%

AWTOTALSERVERGOL Bretic Wolf Total Licensing - License - 1

AW-MDR-2XX-5

AW-MDR-0365

4872-4429-3132 v2

server

Coverage Dates: 03-ALG-2025 - D2-AUG-2026

OMMIA PARTHERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-6802-03)

List Price: 317.98

Discount 38.731%

ARCTIC WOLF MDR LOG RETENTION - 1 YEAR

Coverage Dates: 03-AUG-2025 - D02-AUG-2026

OMMIA PARTHMERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-6682-03)

List Price: 16899

Discount 50.088%

Arctic Wolf Managed Detection and Response -
subscription license - 1 sensor

Coverage Dates: 03-AUG-2025 - 02-AUG-2026

OMMIA PARTHMERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-6882-03)

List Price: 2086.00

Discount 40.485%

Arctic Wolf Managed Detection and Response

for Office 365 - subscription license (1

wyaar) - 1 user

Coverage Dates: 03-AUG-2025 - 02-AUG-2026

OMMIA PARTHMERS (COBB COUNTY) IT PRODUCTS AND

B-2

400

G0

460

400

205.28

104.82

848

1,785.51

13.24

82,112.00

11,680.80

3,800.80

5.286.53

5.286.00
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Insight ™

PRI SECTOR

Cluotation Number 228409588
Document Date 29-APR-2025

Page 2 of 3

Material

Material Description Guantity

Unit Price Extended Price

AW-WARRANTY-T50

AW-PLATFORM-BASE

SERVICES{# Z23-G002-03]
List Price: 23.09
Discount 44.810%

Arctic Wolf Networks Security Operations - 1
license

OMMIA PARTNERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-66092-03)

List Price: 0.8

Discount 100.000%

Arctic Wolf Platform - Base License - 1 i
license

Coverage Dates: 03-AUG-2025 - 02-AUG-2026

OMMIA PARTHMERS (COBB COUNTY) IT PRODUCTS AND
SERVICES(# 23-6602-03)

List Price: 14832.80

Discount 88.284%

0.00

1,020.70

0.00

1.830.70

4872-4429-3132 v2

Product Subtotal

TAX

110,225.83
0.00

Total

110,225.83
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EXHIBIT “C”

“SCHEDULE OF PERFORMANCE”

This contract is valid from August 3, 2025, through August 2, 2026

C-1
4872-4429-3132 v2



